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Abstract- The development of a digital watermarking scheme
associated with YCDbCr color space in the Discrete Cosine
Transform (DCT) Domain is presented. The scheme embeds a
rgb color watermark in a rgh host image. The Watermark is
pre-processed such that it’s converted from rgb color space to
index image and then to binary bits. The watermark
embedding is done only in the Y component of the host in
YChCr color space. The Y component is sub-divided into
8-by-8 blocks of pixels which are transformed to frequency
domain using Discrete Cosine Transform (DCT). Hosting
Pixels in the DCT 8-by-8 block are classified into regions:
Low-Frequency, Middle-Frequency, High-Frequency, Low
and Middle-Frequency and the whole 8-by-8 block. The
watermarking scheme was subjected to image compression
attack and Gaussian noise attack and found to be robust to
both attacks. A coding constant a=5 is found to produce
satisfactory compromise between imperceptibility and
robustness. Highest robustness is recorded with watermarking
in the Low-Frequency region. This study confirmed that
information bits embedded in the Low-Frequency region are
more immune to noise and interference. For Compression
Quality factor Q less than 50%, the robustness is found to be
poor. For Gaussian noise variance greater than 0.002, the
robustness is found to be poor. The lower the watermark size
the better the robustness. At lower watermark size, watermark
bits are encoded more than once to enhance immunity against
noise and interference. The proposed YCbCr associated DCT
watermarking scheme is found to have a higher robustness,
same level of imperceptibility but lower capacity compared
with the Spatial Domain watermarking scheme.

Keywords- Color Spaces, Copyright Protection, Discrete
Cosine Transform, Noise, Watermarking

. INTRODUCTION

As illustrated in Fig. 1, Digital watermarking is defined as
the hiding of a secret message or information known as
watermark within another message known as host and the
extraction of the secret message at its destination. Digital
watermarking is an active area of research [1, 2, 3, 4,5, 6, 7, 8,

9, 10, 11, 12]. The objectives of digital watermarking include
copyright protection, content authentication, detection of illegal
duplication and alteration, feature tagging and secret
communication [13, 14]. Paper watermarking was used in the
paper industry in the 18" century in America and Europe as a
trademark and a method against counterfeiting. The most
famous watermark can be detected holding a bank note against
the light [15].

Both the watermark (w) and the host (h) can be audio,
image, video or text. A secret key involved in the embedding
process will enable the extraction of the watermark at the
destination [16]. The host may be required for the detection or
extraction of the watermark at the destination. The
requirements of a good digital watermarking scheme are
imperceptibility, robustness and capacity. Imperceptibility
means that effective watermarking should not be perceptible to
the observer. It implies that the quality of the watermarked
message should not be degraded compared with the host.

A watermarking method is robust if the watermark data
embedded into the host content cannot be damaged or removed
without destroying the host data itself. Robustness is a measure
of the immunity of watermark against various types of attacks
[17]. Capacity is the amount of watermark data embedded into
the host content. The lower the capacity the higher the
imperceptibility and robustness [18]. Visible watermarking
scheme where the watermark is visible to the observer is also
possible for e-stamp, e-logo and e-label and e-signature [19].

Different watermarking schemes have been developed and
are being developed. Cox et al. developed a Spread spectrum
watermarking algorithm in the Discrete Cosine Transform
(DCT) domain using a Gaussian sequence of pseudorandom
real numbers of length 1000 as watermark [20]. Rawat et al.
proposed a watermarking scheme in YCbCr for color host
image with a gray scale watermark [21]. Xiong developed a
watermarking algorithm which is based on quantization
method in three dimensional DCT with a gray scale watermark
[22]. Al-Gindy also implemented a watermarking algorithm for
color host image in DCT domain with a hand written signature
watermark [23]. Zubair, Fakolujo and Rajan proposed a
method of embedding a color image as a digital watermark in
spatial domain as illustrated in Fig. 2 [24].
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Figure 2. Overall Watermarking System proposed by Zubair, Fakolujo and Rajan [24]
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All the blocks in Fig. 2 are implemented as discussed in [T 1.164 0 1.596 Y 16
Zubair, Fakolujo and Rajan (2010) except the Digital -| 1164 -0391 -0813 cb | -l 128 2
Watermarker and the Watermark Extractor which are g ' ' ' @
redesigned to accommodate frequency domain DCT instead of | b 1164 2.018 0 Cr 128

spatial domain and to accommodate YCbCr color space instead
of rgb color space. There is a better signal to noise ratio when
working with YCbCr color space than with rgb color space
[26]. In order to reduce the complexity of the image
processing, embedding watermark bits in only the Y luminance
component of YCbCr color space is recommended [27].

Color space is a set of rules to facilitate the specification of
colors with numbers [27]. The Red-Green-Blue (rgb) color
space is the simplest and the most natural color space. Each
color is represented by three numbers which indicate the
intensities of the primary colors; red, green and blue. rgb color
space is an additive color space [28].

The YCDbCr color space represents each color with three
numbers; similar to the rgb color space. In YCbCr, Y is the
brightness (luma) which is very similar to gray version of the
original image, Cb is blue minus luma (B-Y) and Cr is red
minus luma (R-Y) [29]. The Cb and Cr are the chrominance
blue difference and the chrominance red difference
respectively. The YCbCr color space focuses on exploiting the
human eye properties. rgb can be converted to YCbCr using
Egn. (1) and YCbCr can be converted to rgb using Eqn. (2)
[29].

Il. FREQUENCY DOMAIN WATERMARKING SCHEME

A. Watermark Pre-processing

The (m-by-n-by-3) watermark w is converted from rgb to
(m-by-n) index image y and (256-by-3) color map p as shown
in Fig. 2 [24]. Color map p must be available at the destination
as part of the key for watermark extraction. The intensity
values in the index image varies from 0 to 255 in decimal
which is converted to 8 parallel binary bits b,, b, ..., bg using
the stack filter [24]. The parallel bits are converted to a single
serial bit b which contains 8mn bits [24]. The serial bit b is
used for frequency domain watermarking in the Digital
Watermarker.

B. Digital Watermarker

The Digital Watermarker is described with the block
diagram of Fig. 3. There are two inputs (h and b) and two
outputs (hnk and key). The (M-by-N-by-3) input host image h
is converted from rgb color space to YCbCr color space using
Eqgn. (1). The luminance component Y is further processed to
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give embedded luminance component Ye which recombines
with the Cb and Cr components and gets converted back to rgb
color space using Eqn. (2) to give the watermarked image hyq.
Further processing of Y to obtain Ye includes dividing Y into
8-by-8 blocks of pixels in B as illustrated in Fig. 4(a);
transformation of the blocks in B from spatial domain to BB in
Discrete Cosine Transform (DCT) frequency domain according
to Egn. (3) [30]; embedding the watermark bits b in the
selected pixels in the blocks of BB to form BBe; application of
Inverse Discrete Cosine Transform (IDCT) on the blocks to
transform BBe to Be according to Eqns. (4) and (5) [30]; and
merging the blocks to give Ye as illustrated in Fig. 3.

Cb & Cr

Each block in B is converted from spatial domain to DCT
frequency domain in BB. Each block in BB (DCT frequency
domain) has 6 pixels in the Low-Frequency region, 22 pixels in
the Middle-Frequency region and 36 pixels in the High-
Frequency region as illustrated in Fig. 4(b). Certain pixels in
each block are selected to host the bits in the serial bit b; one
hosting pixel hosts one bit. Five combinations of hosting pixels
are considered in this work as presented in Table I. There are
8mn bits in b. There are MN/64 blocks in BB. The number of
bits that can be accommodated is given by Eqn. (6). The
capacity of the watermarking scheme is given by Eqn. (7).
Each bit in b is encoded r times. The higher the number of
times the watermark bits is encoded, the greater is the
robustness against attack. r is given by Eqn. (8).

Figure 3. Digital Watermarker.

\
(a) BB (blocks of 8-by-8): Y is broken into blocks of 8-by-8 pixels and
becomes B; each block in BB is the DCT of corresponding block in B

Key
I:l Low-Frequency Region

- Middle-Frequency Region

I:l High-Frequency Region
(b) A single block of 8-by-8 pixels in BB with Low-Frequency, Mid-
Frequency and High- Frequency regions in the DCT domain.

Figure 4. Dividing Y into 8 by 8 blocks of pixels to yield B and DCT

TABLE I. FIVE COMBINATIONS OF PIXELS SELECTED TO HOST
WATERMARK BITS IN EACH BLOCK

- - (S) No of hosting Pixels /
Option X Description block

1 Low-Frequency Region 6

2 Middle-Frequency Region 22

3 High-Frequency Region 36

4 Low & Middle-Frequency Region 28

5 The whole 8-by-8 Block 64
BB(u,v)=

8 8
u v 3

D> > B(x,y)cos| z(2x +1)— [cos| 7 (2y +1)— )
x=1y=1 16 16
Be(x,y)=

_ZZ BBe(u.v) [,,(zx +1)1u_6}0{”(2y +l);/_6} (4)

S —

where
4 ifu=1v=1
2 ifu>1v=1
o= . ®)
2 ifu=1Lv>1
1 ifu>lLv>1
M N
No of spaces for bits =——S (6)
8 8
M N S
mn<——— @)
8 88
M N S
P ®)
8m 8n 8

The encoding of each bit is described by Eqn. (9). For
pixels not selected to host bits, the DCT coefficient in BBe is

version BB. equal to the corresponding DCT coefficient in BB. For a pixel
selected to host the k™ bit, the DCT coefficient in BBe is equal
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to the corresponding DCT coefficient in BB plus a if b(k) is ‘1’
or minus a if b(k) is ‘0. k varies from 1 to 8mn. a is known as
coding constant. For better robustness, a must not be too small.
For better imperceptibility, a must not be too large [24].

BB(i,j)+2ab(k)-a

BBe(i,j)= for hosting pixels 9)

BB (i, j) fornon hosting pixels

The IDCT of Eqgns. (4) and (5) are applied to each block in
BBe to convert it to Be in the spatial domain. The blocks in Be
are merged to form the embedded Ye which is recombined
with Cb and Cr and converted from YCbCr color space to rgb
color space with the help of Eqgn. (2) to give the watermarked
image hyg. The values of the watermark dimensions (m and n),
the coding constant (a), option X, S and r constitute the key
which is the second output from the Digital Watermarker. This
key will be required in the watermark extraction or detection
stage.

C. Attacks on Watermarked Image

The watermarked image (hng) may be corrupted during
transmission, storage or further processing. Image compression
and Gaussian noise are two forms of attack considered in this
work. Corrupted hpg is the result of the attack on watermarked
image as illustrated in Fig. 1.

D. Digital Watermark Extractor

The Digital Watermark Extractor or Detector is described
with the block diagram of Fig. 5. There are three inputs; the
corrupted watermarked image, the host image and the key. The
output is the recovered serial bit b,. The corrupted watermarked
image is converted from rgb color space to YCbCr color space
using Eqn. (1). The luminance component Y1 is divided into 8-
by-8 blocks in B1. The blocks in B1 are transformed to DCT
coefficients in BB1. The host image h is also converted from
rgb color space to YCbCr color space using Eqn. (1). The
luminance component Y2 is divided into 8-by-8 blocks in B2.
The blocks in B2 are transformed to DCT coefficients in BB2.
BB1 and BB2 are compared for the extraction of recovered bits
b, from the hosting pixels according to information in the key
and according to Eqn. (10). Eqgn. (10) is applied to only the
hosting pixels; the key provide information on the exact
locations of the hosting pixels. The r pixels carrying the same
bit are compared democratically before deciding if it’s a ‘0’ or
a ‘1’. For example, if 2 out of 3 pixels hosting a particular bit
result in a ‘1’ and 1 out of 3 pixels hosting the bit results in a
‘0’, the recovered bit is accepted as a ‘1°. The attack could
affect the three hosting pixels differently.

key l T by
| DCT H Extraction |<—{ DCT |
51 BBI BB2
8 by 8 blocks
Y1
rgb to YCbCr rgb to YCbCr
corrupted hmkd h

Figure 5. Digital Watermark Extractor.

1 if (BBIGi,j)-BB2(i,j))>0

b (k)= 1
(k) {o if (BBL(i,j)-BB2(i,j))<0 (10)

E. Recovered Watermark Processing

After frequency domain watermark extraction in the Digital
watermark extractor, the recovered serial bit b, is converted to
parallel binary bits by, by, ..., bg Which are converted back to
recovered (m-by-n) index image y,. Y, is converted to recovered
watermark w; as illustrated in Fig. 2. The color map p is
required in this process as shown in Fig. 2.

F. Performance Metric

The Peak Signal to Noise Ratio (PSNR) is a performance
metric used to evaluate the error introduced in an image by an
image processing procedure [24]. PSNR; of Egn. (11)
compares watermarked image hq with the host image h; this
is a measure of imperceptibility. The higher the PSNR;, the
higher is the imperceptibility of the watermarking scheme.
PSNR; of Egn. (12) compares recovered watermark w, with the
original watermark w; this is a measure of robustness. The
higher the PSNR,, the higher is the robustness of the
watermarking scheme against attack. PSNR; of Eqn. (13)
compares attacked watermarked image (Corrupted hyg) with
host image h; this is a measure of the severity of attack. The
lower the PSNR, the higher is the severity of attack. At zero or
no attack, PSNR; is equal to PSNR;.

All the steps described in section 1l are coded into computer
sub-programs  which constitute the developed digital
watermarking scheme associated with YCbCr color space in
the Discrete Cosine Transform (DCT) Domain. The scheme
was subjected to tests.

International Journal of Science and Engineering Investigations, Volume 9, Issue 101, June 2020 15

www.lJSEl.com

ISSN: 2251-8843

Paper ID: 910120-02



255°
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I1l.  RESULTS AND DISCUSSIONS

A. Optimum Coding Constant Experiment under no Attack

Digital watermarking and watermark extraction were
carried out on five pairs of watermarks and host images with
Option X =2 (Middle-Frequency Region) and coding constant
a=0.1,05,1, 2, 3,4,5, and 10. The watermarked images were
not attacked before watermark extraction was carried out. The
results are summarised and presented in Table Il. The detailed
results for Anne (host) and Tosin (watermark) pair (S/N =5 in
Table 1) are presented in Table Ill. PSNR; and PSNR; are

plotted against coding constant in Fig. 6 for Anne and Tosin
pair. The higher the coding contant in Fig. 6, the lower the
value of PSNR; which means the lower the imperceptibility.
The higher the coding contant in Fig. 6, the higher the value of
PSNR, which means the higher the robustness. Coding
constant a=>5 is found to produce satisfactory imperceptibility
and robustness. At a=5, PSNR; is greater than 37 dB for S/N
=1to5in Table Il and there is perfect watermark recovery
with PSNR; being infinity. a=>5 is therefore selected as the
optimum coding constant for a trade off between
imperceptibility and robustness.

TABLE II. CODING CONSTANT EXPERIMENTAL RESULTS UNDER NO ATTACK
SIN 2
Host = _
i
[ |
il l\\l“l bl
= a i | DDA
Auditorium Funke Funmi Bolu Anne
(512-512-3) (512-512-3) (512-512-3) (512-512-3) (512-512-3)
Dami Yemi Henry Wuraola Tosin
(32-32-3) (47-57-3) (100-100-3) (52-64-3) (39-56-3)
Watermark r ’
cgr?sdtg:g . |PSNRi(dB) | PSNR; (dB) | PSNR: (dB) | PSNR,(dB) | PSNR:(dB) | PSNR; (dB) | PSNR; (dB) | PSNR, (dB) | PSNR: (dB) | PSNR,(dB)
0.1 52.17 14.90 52.12 7.41 52.26 12.50 52.36 9.60 51.98 8.81
0.5 51.02 23.75 50.93 16.17 51.08 15.44 51.23 16.44 50.93 9.43
1 48.39 w 48.37 © 48.58 40.62 48.55 w 48.31 17.59
2 44.38 w 44,50 © 44.44 o 44,59 w 44.46 35.10
3 41.41 w 4153 o 41.46 ® 4161 w 4153 ®
4 39.11 ® 39.24 © 39.14 o 39.31 o 39.26 ®
5 37.29 w0 37.41 0 37.35 o 37.49 o 37.44 ®
10 31.46 ® 31.53 0 31.55 o 31.62 o 31.59 ®
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TABLE III. CODING CONSTANT EXPERIMENTAL RESULT DETAILS FOR ANNE AND TOSIN PAIR

P S

Watermarked Image

B O Bt

Watermarked Image

Anne (512-512-3)

a=0.1; PSNR;= 52.26dB

Tosin (Original Watermark)
w
(100-100-3)

i e

Recovered
Watermark w,
PSNR,=12.50 dB

Recovered
Watermark w;
PSNR,=15.44 dB

Watermarked Image

RS i 3

Watermarked Image

a=1; PSNR,=48.58 dB

a=3; PSNR;= 41.46 dB

Recovered
Watermark w;, PSNR,= 40.62
dB

i S vl

Recovered
Watermark w;, PSNR,=c dB

A

Recovered
Watermark w; PSNR,= o dB

Al

Watermarked Image

W it

Watermarked Image

Watermarked Image

a=4; PSNR;=39.14 dB

Recovered
Watermark w, PSNR,= o dB

Recovered
Watermark w
PSNR,= 0 dB

Recovered
Watermark w;, PSNR,= o dB
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Figure 6. Variation of PSNR; and PSNR; with Coding Constant for Anne

and Tosin pair

B. Robustness Against Compression Attack

The aim of Image compression is to reduce the size of an
image before storage and or transmission. The benefit is
reduction in the cost of bandwidth, storage and transmission.
Image compression constitutes attack on watermarked image
[31, 32].

Digital watermarking and watermark extraction were
carried out with Blessing as host and Dami as watermark using
coding constant a=5 and option X =1, 2, 3, 4, and5 . The
watermarked images were subjected to image compression
attack with Quality factor Q =100, 80, 70, 60, 50, 40, and 20
before watermark extraction. The lower the Quality factor Q,
the higher the degree of compression, the less the quality of the
compressed image and the lower the image file size in kB. The
results are summarised and presented in Table 1V. PSNR,
(Robustness) for watermarking in the five regions are plotted
against Compression Quality factor Q as shown in Fig. 7.

TABLE IV. ROBUSTNESS OF WATERMARKING USING THE FIVE REGIONS OF HOSTING PIXELS
. 1 2 3 4 5
Option X - - - - - - -
Low-Frequency Region Middle-Frequency Region | High-Frequency Region |Low & Middle-Freq. Region| The whole 8-by-8 Block
Attack PSNR; (dB) | PSNR;(dB) |PSNR; (dB)| PSNR,(dB) | PSNR; (dB) | PSNR;(dB) | PSNR;(dB) |PSNR;(dB)| PSNR; (dB) | PSNR; (dB)
No Attack 42.59 o 37.32 o 39.55 0 36.35 © 32.87 0
Compression Q100 41.10 0 36.81 ) 38.74 0 35.94 0 32.67 0
Compression Q80 36.17 ) 34.18 0 36.89 14.90 33.70 0 3341 14.64
Compression Q70 34.93 44.20 33.75 22.22 35.58 14.90 33.25 31.28 33.15 14.27
Compression Q60 34.05 34.51 33.53 15.67 34.65 14.90 33.04 20.70 32.97 13.83
Compression Q50 33.42 21.70 33.25 13.20 33.90 14.90 32.80 15.96 32.75 13.57
Compression Q40 32.81 15.69 32.75 12.79 33.18 14.90 32.40 13.47 32.37 13.12
Compression Q20 30.66 12.95 30.70 12.73 30.83 14.90 30.54 13.22 30.53 12.60
—— X=1;Low-Frequency Region Watermarking in the Low-Frequency region (X=1)

=2; Middle-Frequency Region
—— X=3; High-Frequency Region
—— X=4; Low & Middle-Frequency Region
——— X=5; The whole 8-by-8 Block

8
=

@
[=1

o
=

PSNR2 (dB)
.
L=}

[}
=

Aok
\_'_J
8

Er——a-——r—~

20 30 40 50 60 70 80

Compression Attack Quality Factor
Q

Figure 7. Comparison of PSNR, (Robustness against compression attack) for

watermarking in the five regions

recorded the highest robustness followed by Low & Middle-
Frequency region (X=4). Robustness recorded in the Middle-
Frequency region (X=2) is smaller compared with regions
(X=1 and 4) but better than the other two regions (X=3 and 5).
Low-Frequency region (X=1) watermarking has the lowest
capacity as there are only six hosting pixels per 8-by-8 block.
The capacity of the Low & Middle-Frequency region (X=4)
watermarking is higher as there are twenty-eight hosting pixels
per 8-by-8 block.

The detailed results of watermarking in the Middle-
Frequency region (X=2) are presented in Table V and the
corresponding graphs of Robustness (PSNR,) and Severity of
attack (PSNRj) against Compression Quality factor Q are
shown in Fig. 8. The higher the severity of attack the lower the
robustness. For Compression Quality factor Q less than 50%,
the robustness is poor.

C. Robustness Against Gaussian Noise Attack

Gaussian noise attack adds statistical noise with different
values of variance to the watermarked image to corrupt the
watermarked image [31, 32]. Digital watermarking and
watermark extraction were carried out with Blessing as host
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using coding constant a=5 and Option X =1 (Low-
Frequency region). Four watermarks of different sizes were
used one after the other. The watermarked images were
subjected to Gaussian noise attack with values of noise
variance ranging from 0.001 to 0.009 before watermark
extraction. The results are summarised and presented in Table
VI. Robustness reduces as watermark size increases. The

TABLE V.

improved robustness at lower watermark size is due to the fact
that a watermark bit can be embedded more than once to
increase the chance for detection of the bit in the presence of
attack. With Dami as watermark, the graphs of Robustness
(PSNR,) and Severity of attack (PSNR;) against Noise
variance are shown in Fig. 9. For Gaussian noise variance
greater than 0.002, the robustness is poor.

ROBUSTNESS RESULTS IN THE MIDDLE-FREQUENCY REGION (X=2).

Host

pgs’ $ 3

Watermarked Image

Attacked Watermarked Image

o & o

Blessing (512-512-3) (318kB)

Compression Q100 (362kB): PSNR;=41.10 dB

Dami (Original Watermark) w
(32-32-3)

Recovered
Watermark w,

E PSNR;= o0 dB

E Recovered

PSNR,= o dB

Attacked Watermarked Image

Attacked Watermarked Image

Watermark w;
Attacked Watermarked Image

J A% oo

| ] ’& 8. 3 4 ,
Compression Q80 (320kB): PSNR;=36.17 dB Compression Q60 (311kB): PSNR;=34.05 dB
Recovered Recovered
H Watermark w, H WatermarkRV\e;Clg\é?\rl%d =44.20 dB E Watermark w,
PSNR,= 0 dB " R PSNR,= 34.51 dB

Attacked Watermarked Image

Attacked Watermarked Image

Attacked Watermarked Image

1 pes”

AR s

40 (276kB): PSNR3=32.81 dB

Compression Q20 (209kB): PSNR3=30.66 dB

Recovered
Watermark w;
PSNR,=21.70 dB

ol

Compression Q
> Recovered

Watermark w,
PSNR,=15.69 dB

Recovered
Watermark w, PSNR,=12.95 dB
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—

50

20

| | | |
L | | L 1

20 30 40 50 60 70 80 90 100 No
Attack

Compression Attack Quality Factor

Q

Figure 8. Severity of attack and Robustness against Compression Quality
factor Q (Middle-Frequency Region X=2)

— PSNR3: (Severity of Attack)

0 0001 0002 0003 0.004 0.005 0006 0.007 0.008 00093 0.01

Figure 9. Severity of attack and Robustness against Gaussian noise variance
with Dami as watermark

TABLE VI. ROBUSTNESS AGAINST GAUSSIAN NOISE ATTACK
Dami (32-32-3)
. Henry (16-16-3)
Watermark size Tope (4-4-3) Kola (8-8-3)
Watermarked Image PSNR, (dB) | PSNR; (dB) | PSNR; (dB) | PSNR; (dB) | PSNR; (dB) | PSNR; (dB) | PSNR: (dB) PSNR(dB)

With no Attack 42,67 o 4257 o 42.56 - B 42.59
With Gaussian noise 0.001 29.84 o 29.84 o 29.83 2549 BB 29.84
With Gaussian noise 0.002 26.98 o 26.98 o 26.97 1651 B 26.97
With Gaussian noise 0.004 24.09 % 24.09 26.96 24.08 13.30 B 24.07
With Gaussian noise 0.005 23.17 o 23.16 21.99 23.16 1207 B8 23.16
With Gaussian noise 0.006 22.41 o 22.40 21.90 22.40 1167 B8 22.40
With Gaussian noise 0.008 21.23 o 21.20 21.42 21.20 1134 8 2121
With Gaussian noise 0.009 20.74 19.88 2074 2118 20.72 1131 oo 20.73

D. Comparison betwween Spatial Domain and YCbCr
Associated DCT Watermarking Schemes

The imperceptibility results for the Spatial Domain
Watermarking [24] and the YCbCr associated DCT
Watermarking schemes are compared in Table VII. The
second column of Table VII is from the work of Zubair,

Fakolujo and Rajan [24]. The third column of Table VII is
from Table Il of this paper. The two schemes recorded
approximately the same level of imperceptibility.

The robustness results for the Spatial Domain
Watermarking [24] and the YCbCr associated DCT
Watermarking schemes against compression attack are
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compared in Table VIII. The robustness results for the Spatial
Domain Watermarking scheme can be found in Fig. 9 in the
work of Zubair, Fakolujo and Rajan [24]. The robustness
results for the YCbCr associated DCT Watermarking scheme
are from Table IV of this paper. The comparison is presented
in graphical form in Fig. 10. The YCbCr associated DCT
scheme recorded higher robustness compared with Spatial
Domain scheme.

The capacity of the YCbCr associated DCT scheme is
smaller than that of the Spatial Domain scheme. Two reasons
are accountable for this. Firstly, the host in the Spatial Domain
Scheme can host watermark bits in the three components (r, g,
and b) while the host in the YCbCr associated DCT scheme
can host watermark bits in the Y component only. Secondly,
every pixel in the host in the Spatial Domain Scheme is a

potential hosting pixel for watermark bit while more than half
of the pixels belonging to the high-frequency region can not
host watermark bits in the YCbCr associated DCT scheme.

TABLE VII.  COMPARISON OF THE IMPERCEPTIBILITY OF THE SPATIAL
DOMAIN [24] AND THE YChCr ASSOCIATED DCT WATERMARKING SCHEMES
Coding Constant a Spatial Domai_n _S_cheme [24] | YCbCr DCT chheme

Imperceptibility (dB) Imperceptibility (dB)
1 51.25 48.39
2 45.25 44.38
3 41.75 41.41
4 39.27 39.11
5 37.34 37.29

TABLE VIIl.  COMPARISON OF THE ROBUSTNESS OF THE SPATIAL DOMAIN [24] AND THE YCbCr AsSOCIATED DCT WATERMARKING SCHEMES AGAINST
COMPRESSION ATTACK
YCbCr DCT Scheme
Option X X=1 X=4 Spatial Domain Scheme [24]
. Low & Middle-Frequency
Low-Frequency Region Region
Compression Attack Robustness (dB) Robustness (dB) Compression Attack Robustness (dB)
Compression Q100 0 0 Compression Q100 22.50
Compression Q80 0 0 Compression Q90 14.43
Compression Q70 44.20 31.28 Compression Q85 13.55
Compression Q60 34.51 20.70 Compression Q75 12.27
Compression Q50 21.70 15.96 Compression Q61 11.39
Compression Q40 15.69 13.47 Compression Q52 10.90
Compression Q20 12.95 13.22 Compression Q42 10.40

| | | |
—— YCbCr DCT Scheme (X=1)

8
!_H

g

@
=

—— YCbCr DCT Scheme (X=4)

| — Spatial Domain Scheme
|

a5
=

Robustness (dB)
=y

[
=

| |

20 30 40 50 60 70 80 90 100
Compression Attack Quality Factor
Q

Figure 10. Comparison of the Robustness of the Spatial Domain [24] and the
YCDbCr associated DCT Watermarking schemes against compression attack.

IV. CONCLUSION

A digital watermarking scheme associated with YCbCr
color space in the Discrete Cosine Transform Domain (DCT)
has been developed. Both the host and watermark are rgb
images. The scheme involves the conversion of the host from
rgb color space to YCbCr color space. The Y (Luminous)
component is grouped into 8-by-8 blocks which are
transformed into frequency domain with Discrete Cosine
Transform (DCT). Watermark is converted from rgb image to
index image and then to binary bits. The watermark bits are
embedded in certain hosting pixels in the frequency domain.

The proposed technique is found to be robust to image
compression attack and Gaussian noise attack. A coding
constant a=>5 is found to produce satisfactory compromise
between imperceptibility and robustness. Experimental results
show that highest robustness is recorded when watermark bits
are embedded in the Low-Frequency region of the DCT
8-by-8 block of pixels. For Compression Quality factor Q less
than 50%, the robustness is poor. For Gaussian noise variance
greater than 0.002, the robustness is poor. The lower the
watermark size the better the robustness.
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The YCbCr associated DCT scheme is found to have
higher robustness compared with Spatial Domain scheme. The
capacity of the YCbCr associated DCT scheme is smaller
compared with the digital watermarking scheme in the spatial
domain. A sacrifice in capacity yielded improvement in
Robustness. The two schemes recorded approximately the
same level of imperceptibility.
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